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So far ,
we've talked about groups. G of

prime order 9 ,
where blog is assumed

to be hard. (e.g. EC groups
i. e .

given uniformly random he I ,
it

should be hard to efficiently compute

n Fg s . t g = en . (1 =<ga)
BilinearGroup

.

:
prime

/

a cyclic group G of order q , generator g.
which also has a pairing :

-

A bilinear operation : QXG + &T
E

another cyclic group of? L.order & , generatorgt.

that satisfies :

-

1) Bilinearity : For every 1 , y EXq,

elg , gy) = elg ,
g(28 EGT



T"Linear" in the exponent of both inputs]
A

Equivalently ,
for every 1, y ,

2 E Eq

e(gi , gytz) = e(g , gi elge , g
?)

x(y +z?= elgig)
Alsocn+, g2) = elg ,

g) · e(g,
2) Non-degenerate : elg , g) = ge

is a generator of GT
.

3) Efficiently computable.

Groups where blog is hard ,
and

additionally ,
there is a pairing e,

are VRY useful for cryptography !

Weil (1940) : came up with a pairing
for some specific Elliptic curve groups.
C

.

later variants by Tate & Ate , efficient)algos by Miller
.

Tote that if Gr = <g> is an EC group, 7I then gX = g#gE -..: add x times , I



L(# was defined in last class? I

The above defn- is for a symmetric
pairing

AsymmetricPairing :

Let Gr
, As be different groups

of prime order g .
R

,
= <g , 7 ,

kz =<92.

then
,
e : O X G2 -> G

T ↑

-

X XC ↓

SOURCE GROUPS TARGET GROUP

has the same 3 properties as defined
above

In practice , asymmetric pairings are-

used for groups over an elliptic curve :

prime-order
D is a - subgroup of E (FFp)*
1

* Dez is a subgroup of E(Epe)
* G

,
is a subgroup of Fe

↳Ep
: finite field , Ip with and * ?

Foe : finite field extension ofp. of size
pe

Additionally,



* Best known ·blog algo for Ki,2
is generic ,

i- e .

~It) where q
= 1) : lial

* An efficient pairing exists ;

e : M
,
X D2-e

.

Note
,
the target group is NOT an

elliptic curve groups !

Note : We do need blog to be hard( in Cry . Because
,

an algo. to solve blog !in My can be used to solve Blog for
G , or Gre o . Why?

we will mostly focus on symmetric pairings today
*What about DDH! (iv the source groups-

Turns out
,
in a group with symmetric

pairing ,
DDH is EASY !

consider a group ( =<g7 of order

& with a pairing: X + Gr
.

Recall the DAH assumption :



& (ga , gb , gab) :ab$ . &gY
.

Ec

&(g2babc
Algo to break DDH for :

given a tuple (ga , gb , h)
check if e(g9 , gb) = e(g ,h) 3

if equal , I must be gab . Because,↑

e(ga , gb) = e(g ,
glab = e/g , gab) by Bilinearity.=

* for asymmetric pairings over Kr ,
X &2

DDH may still be hard in Gr , or M2s
if these groups don't have symmetric
pairings ↑

=xplications ! -

- parties want to

-> agree on a key I =
e. g.

-

① 3-party key Exchange : For symmetric

Recall
,

everyption.

Diffie-Hellman's 2-party Non-Interactive
Key Exchange NIKE) :

[Let G= <g7 be a group of order 9]
Alice Bob

-
-

sample a$q sample .

bP F
g

A
Publish A =ga - Publish Bagb

-

- B
e . g. Post on her website

-



shared key :

compute Ba Ab
a Equal ↑

= (gb) - = (gayh
-

* Correct
once Alice publishes A,

#Non-Interactive She does NOT need to

interact with anyone !!

* secure? key should be pseudo-
random for an adversary who

eaves-drop :

By DDH assumption over G
,

(ga , gb , gab) on (ga , gb ,
h)
↑

Leavesdropper only sees ga ,
gb) U.X-element in

But what about 3-party NIKE ?

VI : we could generalize the above...=

Alice !
a$q

-

A z ga
Rando
.YoutF

Bob B
Charlie
-

↓Esq Ces Za
Bz. gb⑮ Ctgt



To generate a shared key : Round28
a

-Alice computer KAB = B and sends to <

computer Kaz = Ca and sends to B

Bob sends K = Ch to AAa
Final Key :

-

a
Alice : (Kac) = (b) = (gpab-gab
Similarly ,

Bob : (Kach
,
Charlie : (KAB)

correct - secure by DDH-

Issue : This is Interactive!

So4 CGodel Prize)
After Round 1

,

Alice computer e(B
,
c)" = e(g , ge)a
abC

= elg , g)

Bob similarly computes e(A ,
ab

Charlie 11 17 e(A , B) c -

shared key : elg , g)
abc

1!!



correct ~ Non-Interactive

Secure ? How do we argue that

elg , gabe is pseudo-random given
A ,
B

,
C2,

commonly
ANOTHER Assumption : VERY
- used !
(also called Decisional-BDH) L

Bilinear DDH assumption for group Dr :

-the & distributions are computationally
indistinguishable Y

8 &

b

:&18lig
, gabe

a
,
b

,c EgY
Ec

& (ga ,
gb

, g , e(g ,
g) : a

,
b

,
<

, y esq9
or

,
no efficient odr can distinguish

blu these distributions withI non-negligible advantage.
(

-
* DBDH assumption
relies on DLog
in Dr !?"
O. Way ?



(SKIPPED In CLASS)I Identity-basedEncryption :

Lets say ,
Alice wants to send an

encrypted email to Bob ;

- can use Public-key Encryption :

Alic Bob &

-

-

pka : public PKB : public

--
= Ene (we , pkB) Bob can

decrypt using
ARB-

Now
,
what if Alice wants to email

card"
= Alice also needs to know pkc

=> NEED TO STORE 1 PK PER Contact
wo

large

Su : IBE (defined by Shamir'84)

Encrypt to "Bob" instead of pkis

MTrusted Party.

-I
-

Lipk , skis

mpk , ARA

Alice Bob



Now , Alice calls Enc(mpk ,
"Bob"

,
m! =C.

Formally ,
IBE was

.
I PPT algorithms

:

-

↓
(Probabilistic Poly-Time)

Setup (14) -> mak
, mpk.

*

master secret key
- master public key

- Keygen (mak , id) - skid.

e.g. akaz keygen (mak ,

"Alice"?
3) Enc (mpk , id ,

m) + C

& Decl skid ,
C + m.

IBE should be correct :

Informally ,

Bob can decrypt any 2T encrypted
to "Bob"

secure : Informally,

Charlie cannot decrypt CT-

"Bob"
,

or any id
crypteda

Formal Defn :

Cal
·

tar
-

mak , mpk z. Setup (14)

skid keygen(norm



(g
.

idkarl.
id* Mo , me

-
b ep 20 , 17

CE. Enc(id*,mp) C

-

id
bi
&

A wins if b= b!.

IBE is secure
, if ,

F PPT adv - A,

Prob that A wins is 4
.I + negl(X).

Banch-FranklinGodee
(BF01.IBEfrom pairings ;

&

uses a bash function H : from id
to elements in G.

Setup (14) : sampl se$Xp.
mak = S

, mpk = ( , p , g ,
e

,
h = g)



S

keygen (mak ,
id) : skid = H(id)

Ene (mpk ,
m

,
id) : (assuming m - GT)

(RY p , g ,
e

, 2)

sample r E$ Ep -

Let u = gr
Let v = e(Hlid) ,

hi) + m.

Output c = (U
,

v).

Dec) skid ,
2= (u

,
v)) :

need to divide rbyCid) , er) ..

By bilinearity,

echcid)
,
em) = e(HCid)

,
eye

I

Also
,
h= g ,

so,
MS

= e/ncid) , g)
= e(Hid , gr)
= e)akid ,

u)

i. e.

outputus
to decrypt



correct Car elskid ,
u) = e)Hcid)

, hr)
secure T can be proven from

--Bilinear DDH assumption,
in the Random Oracle model ↑

-
↓ Imodel H as a "random Oracle"

-

3. Signatures '

Syntan :

PublicKeyGen (14) -> Sk
,
VK -

Verification key↓

Secret signing key be

Sign (sk ,
m - - ? May noteterministic

Verify (vK ,
m, = OI

Y
given · ,

m
, anyone can check that Alice

signed m . . .

Signature scheme should be
* Correct 8

Verify output
orallmessages nsignsk,

m) .

* Unforgeable : Informally ,
an ode

can't forge signature on a mag ,
even

if it has seen signatures on other

messages-



-Boneh , Lynn ,
Shacham.

BLS Signatures :

usehash - H : from magsfunchan
to elements in G.H :Ms &

(also sample G
, p , g =$ Setup(14)).

keyGen : "S
. Ip

I
* Similar

↑

&Ak Es
, UK eg . toFIRE

Sign . (
.

Sk = s , m) :

outputa FH(m)

Verify (vK ,
m,) :

Output 1 If e(0 , g) = e(H(m) ,
vK)

correct?
6 = H(m)S . So,

LHS-e(H(m , g) = e(H(m)
, ggB

-
By Bilinearity

= e(H(m)
, gr)
↓

= e(H(m)
, vK) = RHS -

so
, signature passes verification-



Secure ? Yes, assuming CDH is hard,
-

security Proven in the Random
oracle model .

i

.e. H : modeled as Random oracle.

Lets start with the formal definition
=

of unforgeability :

-

Chal Ad
- -

[Setup Pease] :

AR
,
VR =1. KeyGen (14).

vk
->

Covery Pease] :
↑

Adr canavery sigs on any mag it wants)
Sign (m)
&

Chal computes
and sends

Im Sign (ak ,
m)

Om
-



Also
,
because we're in the Random Oracle( Adv can also query the&model ,

Cal

S

for H(t) for any t &

Hash query : H(t)
&

n(t?
-

Note,i Ac can send polynomial number
sign Cm) and H(t) queries ,

also,
they can be interleavedI
e-

g . Sign (mc) ,
H(mu)

, Sign (m2) etc.
I

( Finally ,
Ade sends a forgery : (

-

for wins if
Imvery signatur

on m* before ,
AND,

Veriby /vK ,
m+, **) =1 . (i . e. valid forgery)

The CDassumption : For group G = <g) of
Prime order qs

CDH is hard if its hard to compute &

gXy given gX , g] for x
, yz5 Fg↑



formally S

Pr[t(g+, g3 ,
(

, 8 ,9) = g*2 =
G

, g.27setry*,y Es Xg

= nege(x?
(note : (DH is a stronger assumption than pan):

we will prove security of BLS by a

reduction to CDM .

Ich an Adv that breaks BLS sig . can

be used to break CDH
,

(Since CDH is assumed to be hard, No3Ad can break BLS unforglability!

Given A :

advthatbreaksBlsecuri
,

a
we'll build

CDH
trat
-

=



BCDHth=gtOral

Main idea : 13 wants to compute gly
we can think of gly as (g** =
This looks like a signature ..... for s=y
and for some mag m St . H(m) = gX.

-Hopefully , forgery o= g
+

But how cani enforce that Hash of

m
+ is gX ???

This is what B does : -

step Ihr

17 is sets vK = gY ,
and sends it toA

-

Iwe want s=y , so vk =gy ,
but I doesn't know y).

Now
,
A will query B for signatures

and Hashes of arbitrary mags
-

! Informal Idea : Lets say A queries
Sign (m).

with a validis needs to respond
signature ,

i. e.
↑

H(m)]



But
, 3 does NOT know y ,

soHow
can it compute HCmsy?

*

*D.
↳ will program the RandomO

Step2)-
say ,

A queries B for H(m) :

↳ samples yo =$ Ea ,
and

sets H(m) = gYm
↳ also stores yu in a map M

:

M[m] = you

This means that as knows blog of
H(m) for anym queried. So

,

↳ will be able to compute a

Ysignature on m as 23m = H(m) I
-

-

IAlso note, that B's responses to
the H queries are indust= inguistrable
from uniform random 1

be

It sampled uniformly randomly
It=
g is uniformly random . I

-



ste3 : Here's how i responds to
Sign (m) queries by A :

(Al .>
Lets assume that A always queries*
H(m) before Everying Sign (m).&
and all queries toH are unique

Al => A must've queried H(m) before :

So
,
B checks the map M ,

to get
Ym

= Mim],
outputsIntand

(This is a valid signature : (foreyym = My

Eventually ,
A replies with a forgery

*

(mA ,
0

*)
., where 0 = H(m)]

But Recall
,
B needs to compute

g
*
to win its game,

Xy
i . e . we want Hm*]Y = g

=> we H(m*) toequal g"
But How?



(A2) .

* Lets assume that A queries H(m
*)

at some point , before outputting
the forgery-

26 we somehow knew which query
toH corresponds to my
B could just program Him*) to

be g
X

(Then
, forgery

#
*
would3be the CDH solution !

But ofcourse ,
we don't know which

query is for m...

SoLN : Since A is ppT
,
it can only-

make poly(X) Hoveries !!!

say ,
it makes a queries to H.

We know
,

one of these must be formy,
& we don't know which

But
,
we can just guess which one !

i
. e. B can guess jt$ 10],
and act as if j7th I query is

for m . Informally , if3 guesses



correctly andA gives a valid forgery,

↓, B wins it's game! ↓
Happens with prob . to Prob = As advantage.

So
,
is advantage = t .

As advantage
--

- =
> >=

Step
2.)
Here's the full formal reduction :

Lets say ,
Or is the number of queries

thatA does to H() . Or must be

poly(x) be t is PPT.

EWe will index Hash queries as 1
,21---Or

↳ guesses an index jt$[Or] .

stepC3. Here's now is responds to H(m)

query by A :

Lets say this is thejth query to H.

if j j*: 33 samples yu$ Eq.
and replies with gam

B also stores (j ,
m

,ym) in a map
M -

if J .

= j
*: 3 replies with h =gX.



(note how i now knows the blog of 1H(t) for all queries except the jath one.I Yz y
BSo, can computeSign (t) as h2 = H(t)

Also that i's responsesnote, to
the H queries are indistinguistrableI from berandom 1uniform

Ye uniformly randomlysampled
It=
g is uniformly random,

theand h is also unit- random be ICar chal. 2samples unit-randomlyfrom Eg

I

step
9) Here's how 33 responds to Sign (m)
queries A :by

33 its map M to find achecks

tupe if m was the jithAim
,
in

, Ym).
T H query.

If no such tuple exists
,
13 abouts.

Otherwise- ym
1 replies with 12).

I



I
This is a valid signature on m b

!we know

Om -That sM,ym.

2

So
,
13 acts just like a real BLS challenger

!

Eventually, A sends a forgery (n *,**)
toB

By assumption As
,

we knowA queried
H1m*) at some point ..

If mt was NOT the j
* th Hash

-

query ,
then B abouts.

otherwise,

↳3 simply outputs o

Claim :
26 A wins it's game, and=

B does Not about , then ,
B breaks CDH.

way ?

If A wins : Verify (vK ,
m+

,
x) = 1.

i .
e. e(b*, g) = e(h(mt

, vk)
#-

ny
= e)g) > g) = e)g g?

↳ didn't about

(M(m*) was set to go byaE

·

=mt was jath query .

and rk . "gh by (3)
.



↓

Exactly what or

=> o =ght !!! is Wante !!

whats the probability thatB abouts ?

A hasOr queries to H :

to
,
to ·---

,
for

By assumption A2 ,
it must be one

of these queries; lets say its the

Tth query.

Prob . that is guesses I correctly
= prob. that jt = 5 =

D
I be a uniformly samples it from [OR])

/

Claims Prob B doesn't about 7 at.(
way ?

If ↳ guesses correctly,
then

, jo

Then
,
me was the jath query . Since

A cannot query sign on ut
,
B

will not about on anySign(m) query.



Also since me is the jath query,
is will not about in the end &

#

so
, if it breaks BLS with probab
t

,

then, us breaks CDH with

probability= Pr)A wind and

!↳ doesn't about
I

= Pr(B doesn't about) *Pr/twin/3 doesn't

↓ ↓
abort !

↓ E
,
because Bacts

OR
.

as a real BLS Chal ;
soA wins with

probe

i. e . Pr/B wind = Ext
Or

Also
,
B is efficient

si if E were non-negligible,
B's advantage would be non-

negligible ,
which would break

our assumption that CDH is hard
B

Assumptions Al , A2 are easy to remove,
see Dan & Shoup's book (Ch .

15 .5)



Programming the Random Oracle :

Notice that in the proof, B case
how to res to each Hash query ?sy

2.

g . glz or h2 This only makes sense

in the Random Oracl model . (Is
replies are uniformly random) .

In the

real world
&

e. g . H= SHAY
,
13 cannot

set H(t) to whatever , Hit must be

SHA3 (t7 ! So this proof does NOT

work in the standard model
.
Dewire)

But
, programmableRos are WIDELY

USED in security proofs, and schemes

like BLS are also widely used (and
haven't been broken... )

AggregatingBLS Signatures
↑

↑

one of the main reasons why B1S



signatures are Amazing is that BLS

sigs are easy to aggregate
:

-

* can do non-interactive threshold

signing :

e .

g- any 3 out of 5 parties
can sign a mag

A can aggregate BLS signatures by

Multiple parties (on same or different

messages) non-interactively !!
e Alic Y Bob"

AKA ,
VKAESkGen .() Aks

,
Vk$ Kend

·
A

= Sign (aka ,m) ,B = Sign (IRB ,n)
SA .

= H(m) = H(mISB

To aggregate :

In&B -

Aggregate Sig : 0 = Ga * &B = H(m)

Aggregate pK : UK = vK * vkis = glater



So,

To verify that both A and B signed m,
we only need to check :

el - , g) = e)
.

Hsm)
,

vi) ?

& note
,
the scheme above is NOT

actually secure, due to the

Rogue Key Attack.

But ,
there are many efficient ways
to make it secure

e- g BDN eprint 2018/483,( &Proof of possession ,
etc.

&


