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'Secure' Cryptography = Secure Systems?

No... "even a small bug insecut
Implementation
- Bugs

*Crypto can be misused. -Side Channel
!

Attacks
I I 1.g . Time it takes to nu

sw
Unsafe Bad Randomness neveal

Today =. Optimizations CGCD attacks secret

"not actually sandom"
info.

* Some 'Hard' problems are not

very hard ... - Next Lecture



-ou Attack(20 ineygen
Y

* 10M devices (smarteard's recalled !

* 50 % of Estonian national eIDs
were vulnerable !

-Amazing paper Link online)

Background :
-

- RSA is surprisingly fragile to
key leakage.

- Optimizations can easily break
security, ↳ smartcards are weak

-devices
,

so optimizations are

welcome. 8 Classic e.g . of
security vs Perf tradeoff

*Standard RSA keygen : "Rejection
-

need large p > g
:
- Sampling

"

p
= +

↑

While P is not prime ↑
- polytime

-

algos to check
pes .

n-bit integer. primality.
X,

for X= 128 ("128-bit security) ,

no 1024



Similarly, sample 9
Set N = Pq - --

* Common to use secure Hw
,

e . g
smartcard to securely store and

use RSA secret keys.

Issue : Smartcards have limited
compute

Sampling 1024-bit numbers, Slow !
Tech =

-

g primally J

Optimization. in Infineon Smartcards:-

sample p, g of the form :

-

RAM + 1655379 mod M)
.

* Authors inferred this structure by-

analysing lots of RSA keys !

* Here
,
M : public ; 2 + 3 +5 ..

-
. spi

#

Product of first i= 126 primes .

Mi n= 256 : M : 220 bits-for n= 1024:, 971 bits -

I different i for different key sizes
* R

,
a values : different for each

prime



For n = 1024y

↳ : Random-53-bit number

a : random 100-bit number.

(Flawed) Intuition :

28 Choices for p -

Y &
256

- secure .128
2 11

"S voices

for N- No !

But, Infineon moduli are easy to
factor...

-AINtool : Coppersmith's Attack :

If you know half of the bits of
P OR 9 , then , you can

&

factor N =pg in poly time !!

① surprising : given only 512 bits of Pr· -

can recover all remaining bet's of

P and q !:!
↓ ↓

S 512 + 1024) buti !



Im
: (Coppersmith 196)

Let N= pq be an RSA modulus with

primes PT9-

Let f(x) E In[X] be a monic

polynomial of degree S . Then
,
we

can find all No G. s.
t

#S
-(10) = 0 mod p and tool < N

in time poly/logN ,
5)

↓ ins e In[X] : polynomial with
all efficients in In =Ea1 ,

....Y

Monic : Leading coefficient = 1.

f(ul = 23 + tr + =x + 272.g.
=

↳ Monic ; degree 3.
* you don't NEED to know p !!!

Coppersmith's can find all do st
↓

f(ud) = O mod and Kol > N12P
coefficients

M

N
,
F

,
5 -persmith-> ProYInterface :

corollary : # solutions poly /S , logN)



Algorithm for factoring N
:-

->unknown

(N = pg where p = R -M + (63337"mod))WL
~known known known

.unknown.

STEP 1: Guess Ci . e . Try all possiblea !-

values
STEP 2: Factorize N
- using) lets start withCoppersmith.

this

a correctly. HowLets say we guessed
do we factor ?-

= m . M+37modi?
To

WP
known known

A we RIwant to solve for
use IS ,

we need a movic poly - st
. Ris

a root mod p.
Let Cz = 655379 mod M.

z [r[X] .Define f(x) = X + -
M

-
1

mod N : if g(d (M,N) #1 : can factorize N -

am + bN = 1 .find a
,
b s. t-if g(d (M ,

Ni =1 ,
we can

(Extendedthen
,

a = M-mod N. IEuclid

11) f is Monic
, deglf) =

2) f(R) = r

+= = 0 mod



starting to look like CS-

Ye
3) 1k < N Because , 1024

p = R-M+ ( ... modM) ~S
1024 54

. N = Sso
, ~bits

so
,

we can use Coppersmith with
inputs (N , F ,

5 = deglf) = 1),

allto get solutions Ri
,
kz -- ..

s. t - -(Ri) = 0 modp ,
I kil < NY.

* one of the kid is k!"
So

,EPC: (we guessed a in Step1)
2 - 1 : Use Coppersmith to get R1 ,

kz -

22. 2 : For each value ki 7

let pi
= RiM + 1655379modM).

if N divides pi : we're done!

facts 1
,
2

,
3 above ,

we areBy

]2 that ki = k for someguaranteed
-

I meaning Pj = D :

choosing 54-bit k addsConclusion :
little security !



-backto STEP 1 : guessing a:

Recall
, p

= k .m + (655379yM)

So
, we actually need to guess

C = 655379 mod M.

We can Try all values of 635379 mod M .

-

2

i . e . 265537%. M ,
65537 % M

,
63337 %. M . . . . Y

-

② How big is this set?
M-M

- order of 65537 in Em*.= [1 ,2.--

Lets say order of 65537 inP
-

es

(i. e . ord (63557 = rL
.

Then
, we just need to try

&I 20, 1 ,
2

, -...s M-1 .

Q How to find r
-

I

-smallest nonzero integer st
M

-15337= I mod M



note
,

= 665371 mod 2.
= I mod 3

i
=I mad P12s .

Lets say,
ord (65537) in Zi es rpi

Then
,

M = LCM(rg
,

Ez
, .

.

.
M &P126

But unfortunately,
-

for n = 1024y
·

M= 2 -3 . ·
:

:
pas ,

255
Mr 2 ! Too BIG ↓

-

toBruteforce
-

Optimization #2 :
&

observe that
, we used Coppersmith to

find Ri 54 bits .

But
& coppersmith cas solve for

- -

upto NYU · uplo log N bits : 512
-

↑ Cuse as to find more bits) &
Bits !"

Idea : Find a different MI st .: -

x m' 1 M : also a product of primes

This ensures that p is still of the
same form :-

I



Let M = C + MI
,
then,

p
= R .

M + (655379 % M)

Let, 655379 = R , M + r, for some
RI

,
and some r

,
t do , 1 ...,M-13

i . e. p= RM + Mi . Let r = kit + re

for some b2EN and M2E01 ,
2

, ..,
M-17.

Then
, p = K . c .+ RIM' + r2 .. Also,

655379y .

M = (R,
M+ (RM' + ri)) % M = M2

Sa
, p = R :M 163337amod Ml)

(2). ord(65537) is small mod MY
So we don't have to try too

many values of a

(3 .) . Because we'll use Coppersmith to
solve for RI

↓

I' must be N45 = NYY &

note
, p7g ,

so
,

1024 Ye

p 2 = Nk = I'm t uN

so , M' NYY - Cloose lower bound)
to enforce k'2 with

...



Tradebo :

smaller M1 = smaller ord (65537)

W
= fewer a guesses

(GOOD)
But also , Coppersmith slower I

because need to solve for larger R
(BAD)- can't try all values of M

1

* uz there's too many
-

Paper : Use greedy heuristics to find
the

6 optimal' value of M .

Minimize and (65537) in Em ,
while[

-ensuring M N and Mil M. J
Note : finding the optimal M : one

time process

YOnce we've found the "optimal' m
we can factor any N sampled by
Infineon chips as follows

:

-

) Try -all values of a in
20, 1 .. -

>
- 1y where

M!: order of 65537 in T

2) For each valueofa ulcoppersmith to
(a1]

->Check if Ri-m' + 165537 %M) is a factor of N



#NALResults : jatM
=
and

key sizea guesses Time Aws Energys
20

512 OO22 2 CPU his .

30
1024 99 CPU days 76 2& 2

35

2048 2 Mocouyes Yok. /K.

99
.

73072 . -18puyrs.2

A. Trivially Parallelizable

Bonus : Fingerprinting. :-

Given an RSA public key ,
can I test

if it is vulnerable ?

Infineon public key
:

-

N =

p - g

= (k -M + 163537amod M))(km + 165547mode)
= K .K . M2 + k . M . (65537

*
modi) +

k' · M . (655379modial +
al

655379 +
mod M.



atal

so ,
N mod M = 65537

i
. e. N is in the subgroup of

generated by 65537. i. e. in

163537) = (65537 %M, 6553E % M, . . . .. Y

so
,
to check if Nis vulnerable,
check if N is 63537"mod M

for some c

al How ?
T

we basically want to test whether

10865337(Nmodra) is defined ↑

"beck whether dog exists"

But
,
isn't blog hard in groups ?

Not when group size is "smooth!"
Dohlig-Hellman algo

Here , we want Dlog of IN mod M).
in subgroup (65537) & ZI

-

G= <65537%% , 65537 % M, . . . . .
. Y



A number is smooth if all its prime
factors are small.

M= 2 · 3. 5 ...
- ·

prs : ~Smooth.

16) divides (2*/ = O(M)

& (m) = (2-1) . (3-1)-15-1 ... - (izsD : - Smooth

so
, IGI also Smooth!!

02 what about false positives ?-

St N were fully random ,
then

*

N mod i could be any value in

i. e . ((M) different
values -

A But
, for Infineon

,
keys :

N mod M is In the subgroup
165537]

, of size and (65537)
_Informally ,

the probability that

NY . ↑ for random N falls in

the subgroup 263537]
is Low

Empirically:false thes found !
I I

-
-

-



WeAU-* Can BREAK

security !

#
M

one of MANY examples of security vs. Perf
tradeoffs !! !

-



Optimization#2 : (skipped in Class)
-

Recall that we compute

loge37 (N mod M) for fingerprinting
-

E
c e do ,

1
:
2

, ..., -17

where
,

r= ord(65537) inM

Then
,

CI ata mod r

where p = R . M + (655379 %. M)

and q
= Erm + 165337 %. M).
and a, eCo, -,

r-1

It is easy to see that atleast one

of a
a E (Ecr] = I

So
,

we only need to try all values
&

of a un I
,
to find either

Por q


