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Recap .

-

Leck Lect Lect

oufs -> PRG-PRG
+polyd PRFs

↓TudAy !

BCIPRPs

Outline :
-

- Block Ciphers

- Feistel Network

- PRP Construction

- Proof (High-Level)

BlockCiphers :

-

A BC is a pair of deterministic,
efficient algorithms
(E : k xX + X

,

D : k + X + X)
- Y

such that, key Input and
space Output space



(i) for
any
REK

,
ECK, is a

permutation onX , and D(K,) is
its inverse.

-

Lin E is a pseudo-random permutation
-
Defn . almost identical
to PRF.. or

*

Def A deterministic
,
officient algorithm

E : KXX + X is a PRP if for all

efficient adversaries At,

PRPAdVTA ,
E] enegl(d).
-

Expo .: defined via Expo , Expl below :

Cal A
- -

R=$ K
.

- = E(R ,) Xi - This
& Arrow
fixi ↳

means that
-

A can query
-evaluations of f

many times
Y

at any Xi.



B
~

set of all

permutations=Italy on X E

fe$Perms(X]

↳
->

r

b
-

for be10
,
13
,
let We be the event

that A outeuts I in Expb -

Def : PRPAdv[A ,
E) = /Pr(WO)-Pr(W)(

Relation between PRPs and PRFs ?

O Is a secure PRP a secure PRF ?
- CE : kXX- X)
Ans
-(i) If IX) is small : No !
to can distinguish E from a



random function as follows :

Query the challenger for
- at all xEX .

2. If for any UFnEX,
f(x) = full , output,

↳ 'Collision' else 0 .

*If f was a PRP i . e. Expo ,

&(i . e. Chal sampled RES
,
f =E(R

,
)

then f(x) = f(x) would never
happen.

* But if I was a random
function,

Lie. Expl , where chal samples - Fund (,)
-

then
,
f(ul = full can happen

for some x, x' with probability

I- were N = IX



ii If IXI is large : KES !

Switching Lemma !-
·

The : Let IXI be superpolynomial in-

X (i . e . 1 is nege(x)).
|X)

A pair of algorithms (E , D) as defined
in (i) and (ii) above is a block cipher
if and onlytis

a pea
random

More formally , for any PPT adversary
A that makes & queries to its
challenger,

/PRPAdv/A , EJ-PRFAdv(A ,
E])@

2 . (x)

* Intuitively , if I is large , Adv
cannot query at all ut IX1.

with only just & queries :
PRP :
- PRF :

no collision collision with



probabilitys((
M

(think Birthday bound !
-> negligible if IX) large

Thus
,
to show (E , D) is a Block

cipher ,
it is enough to :

(i) show that D is the inverse

of E .

ii show that E is a PRF.

How to build such a (E ,
D) ?

↳by Rackoff : Block Cipher from
PRFs I

* But How do we even construct
-

a permutation (and its inverse)
from a function ?

Key Technique : Feistel permutation :

Let f : X- X be a function.

Then
,
a feistel permutation is

defined as T : XxX + XXX :



↑ (u
,
v) = (v

,
n0f(v)

# (x
(y) = (y0f(x) , x)

uv

E

·
t D
↓

v
W

*Easy to see that
I" is indeed

inverse of F:

T(T(uv)=
" (v

,n f(r)
= ((uGf(v))#fN)v(
= (n

,
v)

.



n-round

Feistel Network : Apply Feistel
permutation n times.

* DES is based on
Feistel Networks !

Luby Rackoff Construction :

-

(secure Block Cipher from PRFS).
Idea : Replace f with a PRF F(k,.) ,

Apply feistel permutation 3 times

with distinct keys.

Formally :

Let F : KXX-X be a PRf

such that (x1 is superpoly(X) . We

will construct (E
,
D) s . t

E : 13 xX
*

- X2
,

D : 1xX=X

E((R=R2 , Ry) , (4,vC) :

w n F(k I,v) ~ Feistel - I
-

Permutation :



(n ,v1 + (v ,w(

X VQ F(R2 ,w) · Feistel
( ,w) -(w ,X)

Y = WD F(R3
,
X) : Feisteli-
( ,xe(X,y)

Output (X ,Y)
D((k ,K2,Ky) , (x,y)) :
wa y F(R3

,
X) 8 Invert II

v=X F(R2
,
w) : Invert I

u = WQF(R,vL : Invent I

Output Curl

O what goes- applied Feistelhougwe only

# of just one round :

(nv) -> (v , uOF(Rius) :

Adv can easily distinguish this output
from a random function !

Ist Half of output is NOT Random,
its just copied from the input !



Adv can make ONE overy to chal,
for some (4

.
V)
, say thal returns (X ,y) :

- of X = v , output O else
-

& Happens for a Random
Happens for fune · With negligible
Feistel design probability !
w- p - 1

O what about 2 rounds ? Exercise.
-

Thi : If F is a secure PRF,-

then (E.D) is a secure Block

Cipher

Roadmap D is inverse of M

(straightforward!
2) Prove E is a DRF .we'll do

3) BySwitching Lemma andThis
,

2),
(E ,R) is a Block cipher



Ama. E is a secure PRF.

consider a PPT adversary A that

makes atmostO queries.
-

Step1 : Without loss of generality,
we can assume that it makes

exactlya queries ,

all of which

are distinct-
-

contuitively , t want learn anything(by making the same query twice

Step2 : A sequence of LHYBRIDs !

High-level idea :

cic we can replace the PRF evaluation
with truly random functions,
by relying on OpF security :

WitKi F(ki
,
Vil Wisnif ,(i)E Y [ YXi e ViF(kz ,wil Xizvifz(wi)AlergoTitWiF(re

,Xi) Yiewit tu(Xi)



where fi, f2 , fo are randomly sampled
from Func(X

,
X].

(ii) Now , if we could prove that all

the Xi2Yi values are distributed

uniformly at random (and independent)
weld be done.

because then, responses to all of Ao's
queries

-

nguishable( would look indist

2 I-

'onfrom a random fund
fe$Funce [XXX

,
XXX

To do so, I we will rely on f being
↳ random function)

-
*we will show with high probability,
all the wi values are distinct.

*since Xi = ViDf2(wi) where fr is

a random function , this will imply
the Xi values are all unform random

and independent : Here
,
the Xis



also distinct w -h - p.are

* Since Vi = Witfu(Xi)
,
this will

imply that yes are also uniform

independent !random and

↳roof :
We will define ↑ hybridsl sample
HO

,
H1
,
H2
,
H3. Kinkzakus ...
T

Ho will just be Expo of PRF game
H3 "Expl 1 - 11

↳ cal samples
-Fure[XXX

,
XxX]

Let Wj be the event that A outputs

1 in Hj .

Let pj = Pr[W; ].

We will show for j= 1 , 2 ,3,

1Pj-Pj-11 Enegl(x)



Then
,

PRFAQ/A , ET = 1PM(W3]-PrIWoT)
= (pb-pol = (pb-P2) + (D2-P1) +P :-Poll

(p-P2) +12-p .l + 1p-pol
= negt(b).

The hybrid
:

-

Ho
= Expo

Challenger : Adv
-

Kikz,z K

-(iovery..at)
Cui

,
vi)

witif(ki
,
vi)

Xi =Vi F(kz
,
wil

YIZ WiF(rs
,
Xi)

(xi
, Yi)
-



#: Replacing
ORFs with random fun

-

A
-

+i , fr ,by Fune[X ,1)
Cui

,vil
T

wit vifilvi)

Xi =vi fz(wil ↳
Yiwi fu(Xi)
Etil

Theorem" For
any

PPT A
,
we can

construct a PPT adr - B S .t

IPMTW ,] - PM/Wo]1 = 3 . PRFAdv(3
,F]

Exercise : Prove this using Hybrids...

Hybrid H2 :
-



Challenger is technically the SAME
as Hybrid Hi , but we will write it
in a different way.

is Fues[X
- X]

for fr
,
fu
,
we will explicitly sample

randomness -

Al----to Xi let
Bi .

--

,
Bo Xo " for3

with overy from) divil
Adv

winif , (vi)

Of for some j < I , wi = wi's
* then XiViAj if wi is unique,

otherwise Xi = viA:
:ti acts as Fzwi



26 for some j<i , Xj = Xi<
# then Yi1 Wit Bj

if Xi is unique,
Otherwise Yi 7Wi Bi : Bi acts as fr (X)

-

(xi ,Yi]

* Easy to see that P . = P2.

Hybrid Hy :
-

challenger identical to Hr , except,
we remove consistency checks
Chal: A
fiz$·

Fune [X
,
X].

A-. - As X

B. -- . Bot. X
Cri ,vib
&

wiznif , (vi)



Xiz ViDAi y nocauses ya
Yi t wit Bi

i)
Intuition:
If no collisions' occur inH3

i . e . wi twi Fjci and XjXi Vj,
then

,
chal behaves identically in

H2 and H3 ! Here , Adv - can't

destinguish the two.

We will now prove that collisions

rarely occur.

A let us analyse events Wa,Wa
over the probability space of :
↳ Coins : Randomness used by Adv.↳ Randomness of Challenge :

fi
,

Al .. Ao
,
Bi--Bo.



Claim1 : In H ,
the random variables

Coins
, F, M ,y , ...., No , Yo are

mutually independent
If: By construction,
coins

,
Fi

,
Ai
.. do

,
Bi-Bo are

mutually independent
.

· Then
,
conditioned on fixed values of

cove, Itthe first every (v)
is fixed , and so, w, is fined .
· But

,
A
,

B
,
are uniform random

even conditioned on wive
, fl

Since X
,
= v.0 Al

, Y = w, BI,
- -

wereu-r

X
,Y ,

are also uniform random
in this space.

· Now
,
lets condition on Coins

, Fl , X,Y1
(U2

,
V2) and w are fixed.



But , A2
,
B2 are ur . even in this

conditioned space .

- X2
, Y2 areur

... claim follows by induction !

Let us now define collision events
:

-

2: wi = w ; for some j<
22 : Xi = X ; for some j < i

Z = 2
,
VI2

,
event:sions.

aim2 : PMSW
=
=] = Pr[W1E]

Proof :
-

Informally , If I does not occur,

challenger identical in H2
,
H3
.

Formally , consider any fixed values

of the variables (coins
, Fi Al-Ao,B--Bo)

for which I does not occur



* (U1
,
vi) depends only on vins.

then
,
w
,
= u. fi /) same in both

games . Then X1
, Y , also are equal in

both games.

-Next
,
(2
,
v) only depends on

(live
, X ,Y1) , it is also equal in

both games- Then
,
since I does not

occur , we twi , hence , 12 will be

As in both games.

Again , since I does not occur,

U2Ful , have , y =w B2 in both.

i

continuing , Vit &1 , -- , 04,
[

,
Vi

,
wi

,
Xi

; Yil equal in both.

since adv only sees these variables,
its output must be the same in both !



- W21Z happens iff Ny1Z

a RED.

We will now show /P2-py)-nege (x).
Proof :

Total
Probability

(P2-Pel = IPMIws]-PeSW) ( 2

= (Pr[w12] + Paws12) I
kom(w212]-- Pr[W2 12

= /Prtws 12] - Pr/W212]
- -

-Pr(2] < Pm(2) .

Hence
,

union bound
-

P2-pr) Pr[z] . -PM/2] + Prf22]

Zg : Xi = X; for some joi

But recall
, by Claim I,



all Xi values are u .r . and independent
v

Here

pr . (2) &C2:
-

union bound
over

Pr [Xi = Xj] across
all j<i.

Let us now analyse event Z:
Z: wi = w ; for some ji.
consider fixed ji :

any

sposeSy= V: Since Adv makes

only distinct queries ,i Up
wit wjHence,
X ↳ ujEf , (vi)Lif. ib



SupposeVi - Vi : By Claim I 3

fi is uniformly distributed over

funce [X , X]

=> fi(vi) and filvj) are nor.

over X-

- Pr[niOfi() = ujf(vi)]

= Pr[fiNs) = UiUj@fift]
= 1

(x)

Thus
, for a fixed j ,

intwi =wil
(x)

-> Pr/zi) =@
(By uniona



Here,

(pz= pul - Pm/21] + Pr/22]

-
To complete the proof,

Recall
,
we said He will be

equivalent to Expl of PPF game
where chal just samples a random

function - Fores (X + X
,

XXX].

WHY ?

By Claim 1 : X
,+ ..

-
- Xo,Yo

are u.r
· and independent

↓

This is EXACTLY the distribution

of film,vil for

① distinct (iv) queries !!



Combining everything,

PRFAdV[A ,
E].

< (p , -pol + (p2-pl + 1Pa -Prl

- 3 . PRFAdvis
,
F]to↑

nege if ↑
Fis secure

negt if O= poly(x)
and t = negl(x)

By switching lamma , (E,D) is a
Block Cipher !


