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RECAP:
-

Today
- -
Goldreich-Levin Blum-Micali GGM
->

Of PRG prapaf
(poly(x-stretch)Cl-bit stretch) ↓LR-

Last class

PRP/
Block Cipher



P A PRG G : S- R is a deterministic,

poly-time algorithm that given a seed

SES (seed space as input , outputs

me R (output space) -

G is sure
.
If for all officient

adversaries A
,

(Pr[A(r) = 1 :EST-Pr(Ar)= rzR]neglAs

Here
,
the probability space is over random

choice ofS ,r and randomness ofA

Last Lecture : secure pinc G : [0
, 132 50 , 1

+

-

with 1-bit stretch from a OWF using
Hard core bits . (GL)

Today : Given a secure PRG :

-=>
n+1

G : 20 ,
1" -Co

, 19
,

we build another PRC,
en)

G : So , 15 - 10 , 17
,
where I is a

poly. (e(u) - n +1)
.



↑

Game based definition of PRG security
:

-

-
I easier to work with)

In the above definition ,
the adversary

A needs to act as a distinguisher :

blu two distributions :

8
[JESY vs. GrER. : Di

Do

We can reframe this as a game
blu A and a challenger :

-

Experiment O : I Do

Trades) FlI
namI
W

Experiment 1: Di

it



No : Event that A outputs 1 in Exp0.
Let

Wi : """"" " Expl .

Then , we define :

PRGAdy/A
, G] = Advantage of A

in the PRG security
game for G

= /PMCWo)-PrCWisI
where the probability space is over

the random choices of the

Challenger and A

G is secure if ,
f efficient adversaries

A
& (iePPT)

PRGAOTA
,
G] < negl(X).

C, Identical to the distribution-based
defer above

Turning Turning

&RG Extension : - (Blumicali'zu)

Let G : So ,
12-to ,

is"be a secure PRG
en)

we will construct Gi : So
,1"t So, 17



G : 20 ,
14" -90 ,

172 x 90 ,
14

.

- -
-Es 1 entra but

*. We can sequentially compose Go to
get many random- looking bits.

M

z50 .
14

E
20 ,
i

astles - tes -> .... Stese
↓ ↓ ↓

b ,
edo,
in by%0 , 17 been

Output tr. .... ben) Edo,g?
Formally, -

-

G'(s e 90 , 132) :

So = B

for each i [1 ,
2

, .. luc4 :

(si
, bi) < G(Bi-1)

.

Old (b1
,
- - been2.

Is Ga secure PRO?

1) Efficient ? Let this be the runtime
of G Then

,
G' runtime is :

e(n) + t(n) + ocens] 8 poly.



27 secure ? Informal : G secure -> G'secure.

Ther , For every adv A playing the-

PRG
game for G' ,

we can construct adv

B that plays the PRG game for G,
sit

&IA ,GMABG
nege

secure

Proof
.

" Informally :

-

3-Des, -
by ba

↑

[in For Random s
,
the Op of G

looks random
,

so
, we can replace

(SI
,
bit by random elements :

-

I

n

s,$50 , 14
~

Ne

b,$10,17.

->Elon ---

br

ii) now ,
s, is random , so we can



replace (S2 ,
br) by random elements :

M

S2e$20, 19
Ec -i
b,$50 , 17 ,

be$50 , 17 by

and so on (we can do this for each
PRG in the chain - ?

How to formalize the above intuition?

Hybrid Arguments:
-

Recall
,
we defined 2 games in

the PRG security defn :

ExpO
:

Wal samples s$50 ,
1 and gives

r = Gi(s) to A
,

i .e.

-+-Bes .... ->Daesem
↓ ↓ t

by ba beens

r= (bx ---
,
becn) is sent toA



and1 :

1(n)
Wal samples re$20 , 13 ,

i . e.

b1 . . ... bei ep 10 , 14

Hybrids : Something in between Expo
and Expl ... 'Hybrid' of the two!

ExpO = Hybrid Ho

Hybrid Hei

Instead of sampling S&P 50,
12 (a)

9
Cal samples M

S , -$10 , 13 and b 10 , 17

Then
, computes the rest as in Ho :

-Best ... - Besem
↓ ↓

b2 becn)

Chal then gives (b1 ,
bas - -- beit tot

Es~
Random, based on PRG
like Expl hair

,
like Ho

'Hybrid'



i. e. Pr (A outputs 1 in Ho) is different from
OrIt outputs 1 in)

Claim:If t candisturba-

Ho
PRG security of G

BrookewillconstratBaradversebet(as the Chal

to A
-To,popause asoa(

r is Random

or a dince/ 2)output

↳to A :

- (b)
Let po = probability that A outputs I

in Hybrid Ho

Pr = .. .... in Hy



Now
,
in the game

B
, is playing,

Epo : r = G(s) for some s

i -e

Iserie pars
- s ⑫----Desem

H ↓

b D2 bein)

The string (bx---been) sent to A

by B , in this case is just like Ho

El : M &D R i.e . Both S
,
by

are uniformly random , just like H!!

This means
,
Since B , just outputs what

A outputs,

Pr(13 , outputs 1 in ExpO) = Pr(toutput1
=

po

Similarly ,
Pr(13 , outputs 1 in Exp = P



Hence
,
PRGAdv(B1

,
G) =pi-pol

RED .

We'll now define more hybrids,
replacing br.- , been by random

values, one-by-one :

Hybrid H2 :

cal samples 32 -$10 ,1 ,
and

bi
, be E$40 ,

17 and computer :

32- ... The sem
↓ te

bu bein

Hi : ! first ; bits are random ...

Here :

(bi
,

.

- , belns) 1940 , 17

= Exp 1 inPRG,

security
dea

&

It outputsViedo
,

--
,
link

,
pi = Probl in Hi &



Similar to Claim I above
-

We could make
a different adversaryBi that breaks G if

A can distinguish blu hybrids
Hi- and Hi... for all i...

28 ((n) was constant Constant
#Hybrids,

this is enough.

But , if ((v) = poly (n) ,

this is NOT

enough !

There are contrived schemes which
-( are insecure

,
but one could define 3a series of hybrids and prove that

each one is indist-nguishable from the
next !

See 2021/088 on eprint !

Hever
,

we'll follow a slightly different
approach to prove security...



By defn- 1 in Expo 1 in Expl
* &

PRGAd (A
,
Gl] =PrTwo] - Pr/WJI

= / po-pesul -

Now
,
we'll construct theod B

-

playing the PRG
. Securely game for G.

(B will act as chal to A in game forG1)
-

sampleweI
n+
B

sample by...,br $ so 17 ↑

simulating
a (3) Parse r as Cow

,bu)EHybrid gamecorrespond
(weHo

on
to I

&

butI ----

Li
&

In the game that B is playing,

Expo : M = Gls) for random
- seed S

zitsu
↳



S

i. e . b ... bu-l : random
,
but

bw
,

----

, been : generated as

in Hw-l M

-> this is Hybrid Hot from
As perspective

& $
Exp1o MESR .

M= COW
, bu)

-> bix .
--

,
bu : random.

= B 'identically simulates' hybrid He
to A .

(Themeans t=pr(t outputs 1 in Hw outouta
Pr (Wo.. /w = j) =

Pj - 1 and
s

event that * B outputs whatever A outputs
B outputs 1 + B is simulating Hi-1 in
in Expo the event Was/w = j , so,

1A outputs 1 with prob - Pj-1-

PM(WisI w = j) = P: for all j ...

Do
,

PRGAdr[B
,
G] = /Pr(Wor] - Pm(Wis]) .

By total probability :

-



- in
I

I
a Pr(Was (w = 5) - PrIw = j) Ij= 1

- # Pr (Wis(w = j)+ Pr/w =j)
j = 1

Since w is sampled uniformly from [1 ...,enY
,

I I I

mini !doS Pe I
= ↓ 190-pesus)

R(n)

= X-PRGAdv(A
, Gl]

.

em

i - e , DRGAdr (A , G17 = (v) · PRGAd[B
,
G]

.

so
, if G is secure

, meaning PRGAdv(B, G]
is negt(X) F B

,&
then

,
G must also be secure

ba e(n) · negt(d) is negt(x).

Hence, G' is a secure PRG-



&RFs : (pseudo random functions)

PRE F : K XX + Y : deterministic
,

- E ↓ efficient
key Input output algorithm .

space space space-

Informally , for a random key k ,

F(K ·? should look like a

random function from X to Y.

Func[X
,Y] =

space of all functions from
X to Y

e.g. if k = 50 , 19123 = X = Y ,

128

#keys = 2 # PRFs -

But functions in Fune( , 4) = 141'*

= (2120)228

i
. e. Fune [X .Y7 . * 1KI

.

- -
&f security game :



Expo :

FinT
f (xi) = F(k ,

Xi) ]
Adv · Can make poly . #Queries

,
on

arbitrary Ni

Exp1i

↑sFre
I&

1
- -
Let Wa : Event that A outputs I in Expb .

Advantage of A writ . PRF F :

PRFAd(A , F] = /PMINOT-PREWS
A is called aO-query adversary if it
makes uptoa queries to the chal



CPPT)
A prf F is secure if f efficient adversaries
A

PRFAdr It , F) = negl(x) ·

Ffrom PMG . (Goldreich , Goldwasser ,Miralisy)
Turing ! Turing !

Given a PRG G :St SXS
,

we can

construct a PRF :

Visualize G as : "length-doubling"
S Lets say,↓

so = G(s)⑰
sos

s = G,
(g)

we'll make

PRF F : EX So , 172 es as follows :

-

-

key space = S. Bet strings ,
lets say I= X.

F( ,
x) : let n = Ex -- - He :

e-g. l
=3 and

· u = 21 ,
0

, 17
↓

So S1
.

t si
Sor Sol

So



i.e. F(g
,
101) = Sid

= G . (Go (G , (5)?
2x3 X2 X , ]

=

-

* For x = n-
-

: Ne
,
traverse the

path in the above tree of evaluations
=

Formally ,

F(s , (m. . . del) :

t B

for i in 21, ..., 19 :

t Gui (t) .

olp t

&F a secure Prf ?

1) Efficiency
:I evals of G~

= poly(X)
2) security :

Thm : For every Q-query PRfadr
. A,

=

we can construct a PRG adv B
,

s .t

PRFAdr/A
,
F] = 1 . 0

. PRGAd(B
,
GJ.

i.e. G is a => F is a secure

secure PRG
.

PRF .



roofSketchdr for the PRF game
for F ,

we'll construct B : an adv

for the PRG game for G

we'll use the Hybrid argument !

Naively ,
we could replace each PRG

olp by Mandom
, one-by-one :

Ho = Expor for A : Hi Ha :

S : $ chal samples:

St$
I So

,
S

,
$.

Fis 1- Soo
,BotsT

E T I
M

↳
i
note

,
there are 2 pass on

level i of tree.

=>#Hybrids : 1 + 2+ 22 +...+ 21 -
R

= 2 - 1 - · This is a

problem....



Now, we'll construct B, an adversary
for the PRG game against G :

-

can ?iJ
&

B

sample wt$$2, . . .,2/

e-g. w = 2 : sample s,PS .

use reas (Soo
,
Soil "

BI

Soo
,
Soi Bsi[Db .

&

use this tree to answer As
M queries on X1 ,

Xu .....

b ↑

& output As output "

Analysis of B's advantage
:

-

By similar argument as that for
PRG construction,+poly



1 in Expe I in Exp1
↑

PRGAd[B, G] = /Dr(Wor)-Pr(Ws)!
2 - 1

I= Pr(Wos(w = j) + Pr(w = j) II= 1

I - Pr (Wis(wij) +Pr(w = j)
I= 1 2

↓-
&

(skipped in class :7 2 - 1

TAlso In Expo of B,
B identically simulates Hj-
conditioned on w =j

In Exp1 for B ,
it identically

-simulates Hj ,
conditioned on w = j.

Let Pj : Probability that A
outputs 1 in Hs

Linen
PRGAdr[B

,
Gl
=et/PopI

= ↳ PRFAor(A ,
FJ .

2 -1
A 2 - 1



sue: Recall
,

l= X .

Even if PRFAd (A , F] is
non- negligible,

B's advantage is still negligible !
- B does NOT break G's security.

=> This proves Nothing about
Fs security... ⑳



: Note ,
A is a-query bounded,

where &= poly(X) .

-

B only needs to simulate PRGAIt-

in the paths of these a queries.

7 &

There will be mana such PRGs
un each level.

& Just need I . 0 hybrids !

full proof in book (Sec - 4 .6)

:
Next

SymmetricCrypto-Summary :
class

:

GL BM84. GGMEY
LR88

- -- ->

Ouf PRGH PRG
+poly

PRF PRP/
& -N Block

S

Switching Cipher :

By defin Truncate Deterministic Lemma
Counter ↓
Mode PRF but

apermutation


