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ti-PartyComputation (MPC)

aka Secure Computation

Tay: 2 PC = C . Party Computation

- Alice knows X 50
, 13e

- Bob knows YESO ,
13

- Both know functionality f : 30 , 13 x 30,
13+ 50 , 13 m

Goal: both learn f(x ,y) and nothing else
↳generally can also support Alice & Bob only
learning a part of the input

e.g. f(x ,y) = (fa(x , y) ,
fi(x

,y)
↑ ↑

Alice learns Bob learns
this this

nationsof IPC

1) You's millionaire problem
- 2 millionaires want to find out who is

richer who revealing how much money
they have

2) Private Advertising Campaign Evaluation
- Google knows X = Ensers who saw ad3
- Macy's knows y : Eusers who bought items

Functionality f(x ,y) = # of users who saw and
and bought item
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3) Private Contact Discovery
- Alice knows X = her contact list
- Signal knows y : all Signal users' phone #s

Functionality f(x ,y) = Esigual (X , y) = +

falx, y) = intersection of Alice's
contacts w/ all Signal users

4) Zero knowledge
- Prover knows (X,w)
- Verifier knows X

Functionality-f(x,y) = & if
(

,we

*A ,
B are

randomized2DC Definitions and Security interactive algs
Let 1A

, B) be an interactive protocol
for functionality f : 20 , 138x50 , 131- > 30

, 13
m

Correctness : for all X
, y -50 , 132 ,

Pr [(A(x) , Bly)) = f(x
, y)] = 1

Security: two popular security types

~ HVZK
- semi-honest : adversarial parties follow-

the protocol but inspect their data to learn
more

~ZK
- malicious : adversarial parties may deviate-

from the protocol
↳ focus on semi-honest today
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HonestPrivacysimulators Sa Sis Sit.
YX

,y = 20
, 131 :

& Sa(x
,
f(x

, y))3 = c [Viewa ( <A(x) , Bly))33
& Si(y ,

f(x
, y))] =c SView[[A(x)

, Bly)]]

Example MPC : Oblivious Transfer (OT)

- Sender knows Mo
,
M

,
E 50

, 13 -> learns nothing
- Receiver knows D -> learns Mr

↳ Consider trivial protocol where sender
sends Mo and m,
Q : Is this secure OT ?

Correct ? Yes !
Secure ? No !

- Sender learns nothing
- Receiver learns more than just Mp

Instantiating Security Definition for OT
Protocol (S , R) is a secure OT if :

Correctness : Mom, 50 , 13-

Pr[outputr( < S(mom,) , R(b)) =Mp)] = 1
↑

receiver's output

&underPrivacy : 7 efficient Simp St.
*Mo,

M
, = 50 , 132 ,

VDE 50 , 13
Simplb, mp) =View [(S(mom . ) , R(b))]
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ReceiverPrivacy : - efficient Sims S.
t

.

& Mo
,
M

, G 30 , 139 ,
Xb = 30

, 13
Sims (mo ,mi) = Views [< S(mom , ) ,

R(b)]

Bellare & Micali OT
- based on ElGamal encryption variant
- Let <g) = 6

, 161 = g ,
It : 0 + 20 , 131
↑

random oracle

↳Sk
q , pk= gsk

↳) Ene (me 50, 132, DK) :

-u
- ct = (g , H(pk)0m)

↳ Dec(c = (u
, v), sk)

m = v H(us)
* semantically secure assuming CDH

S(Mo,
m. [0, 139) R (be [0 , 13)
C

C
->

k4q] EG secret key
Yp

=g
t yabgi.72EGPK'sR knows Sk

for Yb
No,

r, q

C2 (g , Hy ." Mo) < Encrypt
moto Yo

47(g H(y ,
")#m .) -Encrypt m , to y,

> parse ( as (n
,v)

MpH(u) Ou
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Analysis
- Correctness : H(uk) Ov

= H(grb
- k) @ H(yyb) @ mb

=> H(gb. k) # H(gk rb) #Mb
= Mp

-

ReceiverDrive
↳ set y .

= ( /yo-

sampleYoee Eyoy,s identica↳ easy llydistributed as in Views for
honest protocol

-

SendDrive a
- sample K # Ig , Yp[g , Y1 - b=ge

Enc of
- ro

,
r, Ig

Moasin-- C = (gro , Mo#H(ypin)
protocol - C - b

= (grb

, (mp + 1) H(y , -
yb)

Ens of
>~ output (C

,
k

,
Co

, 4)

Mp +/Simnow Eyb =0
doesn't
m=b)

Simulated View : (c ,
Enc(mo

, g
*) ,
Enc (mo+ 1

, Y gil)
Real View : (c

,
Enclmo

, g") ,
Enc(m

, <g
+ ))

Enc(mo+,
<1gk) and Enc(m , 4g)

computationally indistinguishable by CPA
-> if adversary can distinguish, it breaks semantic
security
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Yao's Garbled Circuits (2PC)
- IPC for any

boolean circuit f
- directed acyclic graph
- 2-input AND,

XOR gates w/ unlimited fan-out
- input wire for each bit of input
- output wire for each bit of output

Garbling Circuits/only need symmetric cipher + Oth
↳ High Level Idea

1
.
Alice "garbles" the circuit and sends it
to Bob

2. Bob uses OT to get information to
evaluate the circuit on Bob's input
only

Warm-Up : garbling a single AND gate
Alice knows Goal : Alice and Bob

DX
wanto learn

Bob knows"y[DE f(bx + 20, 13
, byt[0 , 13)

by = AND (bx,by) = z

- Let (E
, D) be a symmetric cipher of keyspaceK

↳ we require an unusual but not unrealistic

property of CE, D) : decrypting with wrong
key outputs 1

1) Garbler (Alice)
a . Samples two keys for eachwire

, k , kij ,ki K

b. Garbles each gate
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X Zy garblingElk ,
0)) = CooO O O

0 1 0 Elki
, Elky ,

0)) = Con I
shuffle

I O O E(k)
, Elk ,

0l) = Go

1 I E(kY
, Elky ,

1)) =c
c

.
Shuffles [Cij]ijeda, is
Sends garbling and l

2) Garbler /Alice) and Evaluator (Bob) run OT

↓ ↓
Sender Receiver

(kj , kij) (by)
-> Bob gets k

3) Evaluator (Bob) runs mit Dec (k* Dec (k ,
c)

for c + C
-

onlythedecryptiononCoywill sea

4) Evaluator (Bob) sends to Garbler (Alice)

Analysis
Correctness : Straightforward

Privacy : (informal)

↳ Garbler's view: Or protocol msgs + output
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- informally ,
this is private if OT is private

↳Evaluator's view :

- 4 ciphertexts
- Or protocolmessagesa b- Random
- output
↳

canbesimulatedusing securities
Why shuffle?

↳ otherwise evaluator can infer garbler's
input based on which co it can decrypt

EnablingFull Circuit (20086)

# Yy[Teg.
Gambler has by
Evaluator has be

25

Idea : Chain garbled gates
Instead of encrypting gate output, encrypt
inputs to next gate

for 61 :

&, , kij , Ky , KokK

X XORy X XORyXy I No EnkkO y
8 -1

% = kx Ky Enc(k*,Enc(ky ,
k'))

&" kx kig Enc(kx ,Enc(kg , ( ))
k king Enc(kY

,Enc(ky ,
(79)
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r
Encrypt key
corresponding to
output for each now

same idea for 62

for 62 : sample Ki ,
K*

&

I
a AND z

Fo En,Eakio
Enc (k, Ena(k2 ,Ol

: · ↑ for last gate,

encrypt outputs
row's

usingpair

Proto an
a) For each wire w

, sample K ,
Ki*K

b) Produce 4 ciphertexts for each gate :

wdEnc(kEnckb)by
↳ for last gate, encrypt g(bxby) instead
of keysc) Forallgates,ShufflegandsendtoEvaluators
Garbler has
e.g.,

Garbler sends KY
, ky to Bob
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2)Carbler/Evaluator run OT for each input wire

that Evaluator has

Garbler Evaluator

(sender) (Receiver)
e.g. (k2 ,

kE) (bz = 1)

after or
, Bob gets K = k'

3) Evaluator evaluates the circut gate by gate
Evaluator can only decrypt

& ka (OvOR1 = 1)ga
zD- Evaluator can only decryptGabler / AND I E gets I

4) Evaluator sends output to Garbler

Analysis
Correctness : -

Privacy : very complicated ; first formal proof in

2004

Note : this is not maliciously secure (see HW)
Optimizing Garbled Circuits

- a lot of research

- "half gates" : send only 2 CTs instead of
4 per gate

- "Or extension" : can do O (n) OTs with O(x)
group ops
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- "free XOR" : allows Alice to Send NOTHING
for XOR gates

Idea: pick random R**K

for all wires w
, sample Kn *K , but setI

kwkw R
(instead of sampling uniformly from K)

Observe for z =x y ,Y
Let k** k = K2

then Kik = Kkj R
= kGR
= Kz

similarly ,
K* kj = KYROky"

= Kiz

and kk = kRkR
=k Ki

=k
=> XOR of input keys gives you output key !No garbling needed !

Malicious Security-Garbler might not follow the protocol :
- sample biased randomness
-send wrong messages
- might refuse to send messages
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How to get malicious security ?
- [GMW'87]

1. Commit to randomness
2. For each m from Garbler

,
Garbler proves

in 2K that m is correct message
somewhat inefficientt ...
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