
Lecture 13
- Poly IOP definition
- Fibonacci Example
- PLON/Arithmetic Circuit) Example
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on : Info-Theoretic Proof systemsadmapUntil N
-> secure against unbounded adversaries (no
cryptographic assumptions)

ND : traditional model for proofs
Prover -> Verifier

So far
,
we've seen two different extensioUS :

IP add randomness PCD : add randomness!

↑ interaction and oracle access to proof
->
-C

Prover
->

Verifier Prover -> 11/1/ Verifier
* -
↑

&
-

Today: Polynomial Interactive Oracle Proof (PIOP) :

add randomness
,

interaction
,
and oracle access

to polynomials

What is an oracle?
- abstract black ba entity that answers queriesS

O slf a certain tyl

ex) Random oracle for some H Funs[X , Y]
Query -

x - X-

Answer : H() +y
ex DCP oracle for some it of length n

Query : i E [n]
Answer : [i]

C&1 Polynomial oracle for some polynomial fix>y
Query :

Answer :"F
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-AIOP system for a langnage L is a tuple of
efficient interactive algS (P,

v) where the prover's

messages
are restrictedto o black-box polynomials
which the verifier can query as oracles

X, w) v(x)
-

For round i, generate Fr can query In
a set of black box >

polys Fi C sample
<

ri
randomness* 50 , 13

↓

Output 20 , 13

Completeness AXEL ,--

Pr[[P , V)(x) = 1] > 1 - negl(X)
Soundness : X L

,

* that sends message
polynomials whose deg poly(),Pr[(P *, V)(x) = 1] negl(X)

do we care about PlOps ?Why
to↳ generate SNARGs in practice S

we combine

information theoretic proof system with a

cryptographic commitment
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InfoTheoretic
a ↑ Cryptographic = SNARG

Commitment

PCP + Merkle Tree

too impractical
to construct

PIOP + Polynomial
↑ commitment

this lecture

Preliminariesso t be a field of order p st.
- (pl 2x
- 3 - 2

% /p - 1 for EN
,
21 = poly(X)

Since D isCyclic,F amultiplicativesubgroupele
,

- a generator#
*

S .

t.
O

H = g , g , ..., gn
-

13

We will refer to H as our evaluation domain.

Vanishing Polynomial : the roots of X-1E#[X] are

exactly H
Fact : (x"-1) (f(x) > f(x)"vanishes on H

Inverse FFT Transform : interpolates coefs off
from evals over H in Olulogn) time

FFT" (f(l)
, flg), . .. . ,

f (gm)) ->f
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Fibonacci Example
Fibonacci Sequence
to = 0, = 1, j22, tji = tj-z+ j-

Index 8+Term
Rib: & (j , tj) ; (to, t ... tjn) : (top ... tj) are first ; terms

of Fib sequence 3

We will describe a PlOP for this trivial
relation where the verifier does a constant
# of queries and a small number of arithmetic

Ops

Entuitionould-committiswitnessasapolynonae
Sfor simplicity

gog ---g
thesearesimply,,

-> we encode the witness as evaluations
over H . Then

,
the prover could sendof Oracle

to the verifier. The verifier could query
f(gri) to get the jth value
↳ But how can the verifier be sure that
flyI ACtually encodes the correct values
of the Fibonacci sequence ???
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Polynomial Property Testing
We want to test whether f encodes the
Fibonacci Sequence
1) The verifier can query f(gg

=0
, f(gYEl

2)We now want to check if h = g
+ HEg,g'3

ti -z
+ ti+ = ti

f(gi -2) + f(gi=) = f(gi)
f(g2h) + f(gh) =f (h)

Rearranging :

f(gh) + figth) - f(h) = 0

Anotherwayofviewingo
this is that we

%

,93 to be zeroes of
the polynomial figx J + f(g x) - f(x)
<= F(x) : = (f(g x) + f(g+ x) - f(x))(x - go)(x -g)
vanishes on H

Using our earlier fact that
F(x) vanishes on Hx" - 1 / F(X)

The prover can derive a quotient poly g(x) :=
and send to verifier

Notice if F(x) # (x"- 1) q(x) ,
then F(X) - (x-1)q() +O

Thus
,
the verifier can check

F(x) = (x - 1)g(x)
by queryingq and fat a random point
2 Ia-

-

F(

(f(gx) + f(g+x) - q E(a"- 1) g(c
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R
- interpolate f FFT (If (gi) = t

o,
Xi <j)

-define F(x) : = ( f(g2X) + f(g
+ x) - f(x))(x - go)(x - g)

- compute quotient poly q(x) := F(x)/(x - 1) + IF [x]
-send f,g to verifier

toof at go, gl , gi to check
f(go) , f(g) = 1

, f(gi) = Ej
- Sample a , g2a, & a to compute

- (c) = (feryftaT (g
=

a) - f(x) -gy(a - g)
(x) = F(x)- Query q at & to check (x"-1)g

- Outpu↓ accept if checks pass

Completeness
- x"-1/F(x) iff H is a set of roots of F
- We constructed F() and f St .

Whe Ego , gl3,

f(g
=h) + f(g+ h) - f(h) = 0

- For Legi,g']
Thus

,
F vanishes X-)

Soundness

say a malicious prover D
* claims that tj = <

where c is not the jth Fibonacci number.

They send polys f ,q #[X] St. deg (f), deg(q) < poly()
Let us denote the eventEo as the event where:

f(g)) = 0
, f(g) = 1

, f(gi) = c

and denote E
,

as the event where (x= 1)g(X) = F(x)

Pr[V accepts)= PrEVaclE . Pr[EoJ + PrSVackEo]PrEE
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= Pr[VaceIE ,
1Eo]Pr[E , /Eo] +Pr[VaccIEoNE. ] PrGE, lEo]

↓> Pr[E , lEo] + Dr [VacI Eo1E
,]
(x)

Pr[Vac Eo 1 E
,] : -

If (x"- 1) q(x) # F(x)
,
then (x"-1)g(x) - F(x) # O . Thus

,

Pr[(a- 1) q(x) - F(x) =01 ]d =Pneg
-

Q can have at most

deg (2) roots over #

Thus
,
Pr[VaccIEo1E

, ]Ingl()
Pr[E

, IEo] :

We will
argue EovE ,

cannot occur =Pr[E
,
/E

.] = 0

ma : If If
, qe#[X] ,

S. t
.
(x"- 1)q(x) = F(x)

and f(g) = 0, f(g) = 1
, figj) = C

,
then = tj .

X"- 1) S < Fvanishes on Hs gix = F(x) -

->

=> theH
, (f(gh) + flgn) - f(h)) (n-g) (h-g) =0

1

f(g % = 2
, f(g) = 1

, f(gi) = <

H
By induction on indices

,
tj = c

By contrapositive of Lemma, if Et,, then
# fig st. EoE , occurs .

Thus
,
Pr[E

, 1 Eo] = 0

Therefore Pr[Vacc] 10 + negl(X) = negl(X)
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PLONK (GWC19)
- SNARK for Circuit-SAT
- clever encoding of arithmetic circuits

Arithmetic Circuits
-an arithmetic circuit is a directed acyclic graph
where each node is an addition or multiplication
gate whinput-arity 2 and outputarity)here
edges take on values from a specified
#field-

these wires must satisfy the constraints enforced
by the gates

IVg
- this simple arithmetic V6⑦

Gate 2

circuit w/inputs
V2

va

us(x
,
w)E# [ 7
calculates Gate 8 Gate I
X

,
Xz(w ,

+ wz) V
⑦

J V3⑦O
I- , wXo Wi

We want to create a PIOP for the

following index-relation

Rc := E(X ; w))((x, w) = 03
* recall from LastLecture that when

proving index-relations, we allow for an

offline preprocessing phase to help with
proof -> for AC

,
offline

preprocessing involves
deriving and committing to polynomials that
enforce constraints specified by the particular
circuit
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Let's use the above circuit as an example ,

We call the vector Vi= Evo
, , V; m, Us, Vo, Vo3

-

the extended witness. for v to be a valid

assignment of the wires ,
the followingo 2

must hold :
J

2

- ↑1) Gate Checks : VoV,
J

V2-

U3 +VEs
Vox V

- Vg
2) Copy Checks : (Vo

,

V
, Ve, Vas V

, Vs , Va . Ve , Vs)
=

No
,

V, V6, Vs
, n, Vs, Ve , Vs , vs)

Let's define 2 vectors basedon (to help wh these checks :

- Gate selector S : 10
,

0, 1)
↳ : = 0 is Gate i is an addition gate
and I if Gate i is a multiplication gate-

- Permutation vec 11 : (0,
1
,

6
,

3
,
4

,
7

,

2
,

5
,
8)for

↑ + ↑ ↑ + ↑ X ↑
10

,
1

,
2

,
3

,
4

,
5
,
6

,
7

, 8)

Notice checks 1) and 2) are equivalent to
checking :

13 Xi <3
S j = 3i

V(l-Si) (Vj + ja) +Si(j Vjn) = Vj+ z

V2) jc9, jE Va,
We will now translate these checks into
statements about polynomials !

To encode circuit ( as a polynomial , interpolate
polynomials S(X) and /) /assuming (H) = 9

,
- j) =TiHH

,
H= 390, g3, go3) s

.

t. s(gi = Si and 111g
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s %3 ge X go g'g"g3 gig" gog" go
#() go g'gogog"g"g2g'g g

These polynomials will be output by Vin preprocessing
The prover can interpolate a polynomial v(x) St .

= : %
The prover sends V(X) to the online verifier

,

who has oracle access to s(x) and #(x)

Note that we have defined s(x)
,
V(x) such that

for each gate i I 2. C32

let h=

g
: Nigh A = + if s(h) =0

* x if s(h) = 1O
- &
n hv( ( v (g (

To perform gate check ,
the verifier would like

to check LEH' :

(1-s(h))(v/h) + vigh) + s(h) (v(n) VIgh)) = w(gh)
This is equivalent to checking if the polynomial
(1 - s(x))(v(x) + v(gx)) + s(x)(v(x) v/gx)) = v(gX)
vanishes on H => can use same quotient
trick from Fibonacci proof

Checking copy constraints is more complicated.
We must efficiently test if

v(h) = V (H/) for all UEH
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Using our quotient strategy to test if
V(x) = V(+ (x))

vanishes on H would require the prover to

compute a quotient q(x) whose degree= 22 (quadratic
↳ turns out that with clever randomized tests

I

we can check this without a quadratic blow-up !
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