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Reap: Zero-knowledge proofs

Each NP Language I has associated
relation R S.

t
.
XtL Jw St . (x

,
wJER

Ex : L= all

R Scraphswithvaid-cologso

P(x
,
w) V(X)

e

accept/reject

1) Completeness : Ex = L Pr[<P(X ,
w)

,V(x)) = accept] 11- E

2) Soundness : Vx@LFD * Pr[(P*,V()) = accept]-E

3) Zero-knowledge : VPPT V * JPPT Sim s.t
.

ExtL

&View[<P(x
,w) ,

V* ]3= &Sim(x)]
↑

" malicious Verifier EK"

- Honest Verifier [K (HV2K) :

JPPT Sim,

2 View(<P(x,w) ,vs]35 Sim(x)3
X

honest
verifier
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roofsof knowledge

- Soundness (informally) : verifier is convinced some
S

X is in an P language
↓ -V

graph G 3-colorable graphs

BUT in some cases ,
we want a stronger-

1)

guarantee that a prover "knows a

witness to the statement

-Soundness : if V accepts, X w.hp.

= XtL

Proofof knowledge : if V accepts x w.Mp .

=

↑ " knows" w

These are not equivalent
Ex : Ra = Elg ,

ne( ; w) : gr= 43
- let h be associated language for RD-

-

ifDis cyclic group,
then all paras

are Trivially in =

soundness guarantee is trivial
,

so it

does not guarantee knowledge of
witness W
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How to prove that Dmust know w s.

t.
(x, w) ER?

Attempt# : a trivial Pok

P*X
,w)

w
V(x)

-
Check (x

,
w)ER?

- efficient since R is an NP relation
- BUT this cannot be EK because the
-

Simulator would have to efficiently output
a witness

#tempt
mr V(x)

G
- given messages &mis from D*, we can

compute a satisfying witnes...
SAME ISSUE

-

What if instead we can run the prover
multiple times ?

LetE be a PPT algorithm called an

-extractorthatWilactawitness w

-> can interact with Pr
-> can "rewind" P* to previous rounds
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Whatis rewinding ?
An interactive PPT alg P

*
can be

described as a series of next message
functions [B692] :

Let p50 , 13
*

represent the prover's private
randomness

P# V(x)
P,

+ (p) = m,

E P* (p, r) + m z

: ·

us
P* (p, K , ...

rn-1) ->Mr
Mn

We define E**
as the extractor that has

oracle access to the functions[P* (p. 13.
We also allow the extractor to force a

resampling of the initial prover randomness p

Leefu : (P,
V) is a Pok for R with knowledge

error K if J PPTE st. XX
,
XP*

Pr[(x,w)ER : waEP
*

(x)] [ Pr[< P* v)(x) = 1] - K
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-chnorr'sProtocol

Fix & as cyclic group of prime order q,
with generator g
Recall Rac = E(g ,

h;w) /g= 43
P receives we Ig ,

h =g
V receives h

P wants to convince verifier it knows WeLg
St . g = h

PWEIqh=gree) Vl
r Iq

u= gr
->

Lq
# *

challenge

z = u + CW
->

check

g = u .h

#aim : Schnorr's Protocol is a ZKPoK for Ra
M

zero-knowledge
proof of knowledge
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Prof

Impleteness : Uh" = g(g)= gz
2.Conest Verifier Zero Knowledge (HVZK)

We construct a simulator Sim

Sim(h): the basic idea

Lg , 2Ly is Sim runs the

[ protocol "in reverse
,"

us g/h whichallows it to

forge transcript
Output (n,<2) wo knowing w

Pr[sim(h) = Inc,ul] =Liqif
=

↑

C

g otherwise

SYg
: Y if gen . h

Pr [View(PCnw) , Vin)] = (u
,
c

,2)] =

samplersample c

O otherwise

=> we have HUZK !

Why not malicious ? Malicious verifier doesn't have
to choosec randomlySolution !
- Verifier commits to c before seeing u
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3
.%ofof Knowledge
Suppose P

*
is a (possibly malicious) prover that

convinces an honest verifier w
. p. S

(for sake of simplicity , assume E = 1 ;

general case in Bonch-Shoup 19 . 1)

#tuition: Rewind the prover to operate on different

challenges
(1) P* VCh) (2) P

* V(h)
to

-Domes2,

Since we assumed E = 1
,

(u
, Co

,
20) and (ryc ,

2.) are

two accepting transcripts ,
so

g -u .h and gz = u .h

=> gzo-z = ho-c

W
.h .p .,

Co +C
,

== is Dog ofh

formally :

1. Run Do to get u

2
.

Send random challenge CIq ; receive zo
3 Rewind PP

,
send C, Iq ; receive z

,-

4. If C=4
, output fail .

O. W. output X=
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Alysie"fails when C= occurs up. Y
Pr[(nw) + Ra :wEEP

* (h)] = 1 - Yg
-Pr[< P&, V)(n) = 1]-q

=> knowledge error K = /g

Dmight seem Pok and 2K are contradictory :

ifI can learn w from P*, why can't V ?

A . 5 and V interact with P *
in very different ways.

E has much more power than
↳ V must interact with P*

in "live protocol"
↳E can "rewind" P*
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Sigma Protocols ([-Protocols)
- a more general view of Schnour Protocol

P((x
,
w)ER) V(X)

t ("commitment")

c ("challenge") C
challenge is

2 ("response") chosen uniformly
at random

outputs accept/reject
as a deterministic
function of (x

,
t

,<z)

Properties
-

1 .

Perfect completeness
2. Special Soundness :J efficient extractor E that

,

given two accepting transcripts (t, c
,

2), It,c,2)
2St

. (Ec outputs w St . (x
,
w)ER

↳ can show special soundness- Pok with K = /q
3. Special Honest Verifier Zero-knowledge : -> efficient
simulator Sim that takes (X

,
c) as input S.

t.
a) Sim(X

, c) -> (t,z) Sit (t, <
, z) is an

accepting transcript for X

b) f(x,w)eR

S(t,z) : #C
(t

,
z) =Sim(x

,
c)3 = SViewr(p(x,w), v(x))]M

L
identically distributed

Why do we care about Sigma Protocols ?
- efficient 2K proofs for many interesting languages
- can build efficient identification protocols and signature schemes
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Compositionof 2 - Protocols

Let (Po
,
Vol be a E-protocol for Ro

Let (P, V ,
) be a E-protocol for R,

We want to construct &-protocol for RAND

(Xo
,
Wo) ERo

Rand = &(xo ,
X1); (wow .) :

(x
,

wiler
=> can just run E-protocols for Ro and R ,

in

parallel (can even use same challenge

#(xo,
X

, ) ; (WoW)) VX)
Run Po(Xo

,
Wol -> to

P
,
(X

,
wi) -t, ↓to ,

ti)
>

Feed c to Po
,
P

,
to-

obtain (zo
,Z, )

Accept if both
V(to

,
<
,
zo) and

VIt
,

<
, zi) output

accept
Claim : The above is &-protocol for Ravi

RIntuition :

- Completeness obvious
-

SpecialSoundness:getacceptingas transcripts
Run extractors So ((to

,
c

,
zo)

,
(to

,
<

,
zo) -> Wo

E, ((t
,4Z), (t, c , zi) -> W,

Output (Wo , wi)
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- SN((X
,
X1)

,
2):

(to
,
zo) = Simo (Xo,

2)
(t

,
z

,
)< Sim

,
(X

,
c)

Output ((to, ti), 2
,
(20

,z. )

What about 2-protocol for RoR

Rop = &(X0 ,
Xi) ; (b, Wb) : (Xx ,w)tRp

#ighLevel Ideass Challenge (650 , 132
- Prover choosesC.4 S .

t. CoC ,
= C

and creates one real proof and one

simulated proof

#(X,
X,
) ; (b ,w)x))

- ComputeC
- (t5

,5)= Simp(X ,
(b)

- Run Po(Xp ,Wp) -> to

# C
Compute C = #Cp
Feed Cp to Pp to
obtain Zb Lizi ) , 4CCo

Accept if both
Vo (to

,
Co

,
zo) and

V, (t
, <

,
z

,
) accept

Claim : The above is E-protocol for Rom
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BSketch

1 . Completeness : obvious

2.ecial soundness :

Given ((tort
.
)

,
c

,
(lo

,
Zo

,2) ((to, ti),02(10· Zo ,Zi),
Let c = COC and ci = coC!
Since (IC'

,
either CoC or CFC

If CoFCo
,
then :

Run Col(to
,

Co
,
zo)

,
(to

,
Co

, zo)) ->Wo

Output (0, Wo)
Else :

Run &
,
((t

,
<

,
zi)

,
(t

,
4

,zi) -> W
,

Output (1
,

wi)

3.R((Xo, Xi) ,
c)

- CoC
,

45 (@Co
- (to

,
z6) < Simo (Xo, Co)

- (t , z
.)Sim ,

(X
, 4)

Output ((to,
t

,) , C
,
(zo

,
z

, 1)
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