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Rﬁ (;aﬁpi Zev0 - kmowledge, Ir)romts

Fach NP lm@mﬂg]e L. has associated
velation R st xel < Jw st. (xwleR,

Ex: égw phs wit . valid COZOf\m_éS
R i( vold 3- tolof\vug/&f j

P« /w> V(%)
— TP
: .
‘ J
atgep{,—/re[je ¢t

) Completeness: Vx e L Pr[{Plow) VG )y=accept > 1 - ¢

2) Soundness: Wx €L Y P* Pr[<P*VL)> zaccept ]2 €

3) Zero- Knowledge: I/ PPT V% JPPT Sim st Vx L
{\/iewv%‘ [pty), V][ % & Sim)f

walicious verifier ZK "

- Howes t Verifier ZK (HVZK):
J YT Sim,

gV;kaP[x,w) \/>]} E S‘M(XBJZ
l/\omesf

verifre

i
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Vrsofs of //\MMAL).ﬂd%Q

- 56uvdl/u$ss (,mforwwul > Vef\'C\of 1S C(M«/lméeﬂ/ Soume
>< S fn an /d/vfﬁ uge L

@N»PVL G 2 -colprable @mqohg

BUT in some cases, we want a4 st
uowantee tut o proves “kmews" a
witness to tie Statement

sowtd'wess: -[,\I \V ﬁd&ptﬁ X w.l/t,p = )(c{—L

Vroof of KnoW)adq_} £ Vacce pts X whp =
P kwou/ﬁ W

These are ot eg,mméavué
Ex: Ro =20@nels; w) g“=hf
- [et /\, be associated /amjuage Lor RDL

- @ S C&C/:c gmwp then al Paurs
l’\.)é @ ave ’é\/l\/la//g i L =
S&uVdeaSS Quﬂ«mmﬁae is trivial , So it
oloes not guamnéc& kwawia%e, of
witvess W
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How to pProve thot P wust know w sb.
(xw)6R7?

Attempt - o frivial oK.
W“ﬂ”) " V (x)
T 1 [ [ Chex lyw)& RT
- elfivent suee R is an MP velotion

- BUT ths cannst e ZK bemuse the
simulator would have to e.aC\CicLewa? output

o Wituess
Attempt #2
PYX, W> Ms, \/é)()

—>
G
-
—@ivem messages ém,j *@Yovn/k P’“, we Can-

Lompute & Satisfyug witness . .
SAME TSSUE

/\/\/\—/\/\—/—’\/\/\/—\/\/\/\,,\
\/l}l/ldf )\C MSLL&M( we Can yua the pro\/@f“
Wm[f;‘p le Limes?

het € e a PPT @[?omfhm Called an

extractor that will extrect o

—_—

witness w b% Q,L@;’ﬁ’% mmmw%)f’(
lac

> € has k box access o
> cam intevact withe PF
= con "vewind " YP¥ to Previous Younds
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Wha+ s rewmdm%?
An interactive PPT % * can e
(¢)

described as a4 series next message
functions L BGI2]:

het Pé}’ iﬁ;l}‘“ We@f&se/rf WFM\/@('S Pm\/afi

(amc/owm&ss

% Vix)
N P,#[P> - m,
f‘, ’P;y (P/f‘|>—>WL2
< :
,&> P: (P, ﬁ,,.f,\-) 2 Mla
MV\E

We define €7 as the extractor Hrat lnas
oracle ottess to the {fuuctions ZP{,*; (P,‘)}»
We also allow the extractor to force o

\féﬁa,m,i’,?ﬁm% of the mitial proves vavnds mness %

Defn_: (PV) is a4 PoK for R with hwowledge
ervor K if I PPT E sb Vx, VP

Ve [ toleR.: we—E 62 B <PV ) -] - x
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§chmerr3 VWO%oCo/
FfX @ oS Cgé/fc fafou,p of prime sroler ?,

with gemwa,ﬁor
Reeoll Ky, :%(9%;\,@) ﬁwzkf

V veceves weZy, h=9"
\/ vreceives W

P wants fo (onvinle \/@r[\(‘lef (;[’ kusws l/\)éZi_
st. %“’:JA

PlweZ, n-g" &) Vi

& Z%
-
Z{/;ﬁ
/4
C 4
HC_ c,lmllaw@c
Z=Yr (W
>
check
%2 :u_,'h(

Claim . Schuere’s Vrotocol is ZK PoK {or RDI_

Ze/fa"/tkvww\e%ﬁ@
proef of knaw/ea(@z_,
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Yook

| Cﬁm’f)Leime% S Wht- gf{gw)cz %Z

2 Hmest Vern$ier Zero Kuowledge (HVZK)
We constvue b o simdator Sim

Simn): The \oasic ideo
z<t Z., Cé‘iZ} is Sim runs Une
TZ pretocel “in veverse;
il g/kc Eih\ckaﬂws ot fo
orge trauscript
OU%P“f (M-,C/,Z) W/D% kvwwim%/ w
Lo : 2
7 V/ £ oy-s 8 / ¢
Pf [ém (l«) =lu ., z)] = j i W
/ ! Qsown le ¢
Swmple 2 P
O O%Mwisﬁ,

% g=u

Somple Somple ¢

e [[Vizwv<\3(h,w))\/w)] B (M,&,Zﬂ E

) otherwise
= we hawe HVZK

[/\)l/% not malicieus? Malicious verifier doesi’t have
to clsese ¢ ravwlomlza,
Solution!

- V@fi\Cief commits to € b@qfofe 568?% w
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3 Yroof of Kmowledae
§UF qu 5 @& 6P0§5) 2“4&“00%5) P/dvef H/{a{,’
Vi

COVIVIVLO(ZS an honest verikier w
(for sake m[‘ Slmphcu{: A 6155MM/L6/ El= I
Qcmem( case i Bene - Sheup }01))

Tntuition: Rewind Hire prover to operate on cAilferent

UAM/-&/L%%
(EZEN vca) (P Vi)

C /Z el jtcbw i C‘él?
priieaas i ) B AR € AT T
_Zo 5 styhe okt =

§WL(L€ we. aSSww&d ¢ =\ (LL [,0)2_6 a,md @L,JzB Are

two OtCC/ep’ﬁwL% bfnmswupts 50
%2°;w'kc avd 9 2w ©

= g=F =
WMP) C/O ic\)
Zo -2, Zb Z

%COC. = 2 C\Z“lsDLnaoFI/\

Move ﬂpwww»
8?”’
Run P to Qet (w
;Z Sevid randosnt C,WL[Lemge e é—Z cyecleive Z,
= ?ewaLO/ P* genal c, e&Z feéelde, AR
A Tf ¢,=¢, amﬁpm’ fail . Ow. Owﬁpw& X= Zp-2)

Co C’\
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/\w@égs ]
E™ foils when & =C, 2 0lturs w.p. ’/%

Pl 6 Ry - we—EPF(n) - 1- %

=

SPRLPAWG) =]
kwow)ea’ge/ erver K= l/c%

t

aQ

A E
€

%

ot seemm oK and ZK ove Cawtr&dfcfofg:
) 66 cant learn W from P* wl/ué can't /7

ond V interact winh P* in very different ways|
has wuch wore power than V

Ls \) wmust mteract withe P 0 “Vive protoco) "
L £ can “vewivd' pP*
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iig\mm PW&JCOQDZS (Z' DVOJCM&)SJ

- 0 move penera view of Schwerr Protocs|

P((X,w>éR) \/(X)
£ ('commidment ")

4 ;)
o Cenallenge) ¢ C
N o challenge 15
72 ("respamsé‘) chogen Lmidormly
' at randewr

outputs actept Jreject
as o determimistic
Sanc tiop of (X)—l;, (.,Z)

E&Opé/ffgg
| Verfect completeness
2. 5})80@} Bounclness © 4 edicient extvacter E ﬁmﬁ/
gven two accepting, travseripts (te,2) (t,d,2)
51, c#c’ outputs w st (x,w)ER
L5 can shew 3pectol Soundness QPOK wth K = )/
3 Special Hevest Verifier Zero —Knaw)ed?e, ¢ I efficient
?ivmmﬂaﬁor Sim that tokes (X,L) as u’mpuf 3t
a) S;W./x/g—) (bz) st (£¢,2) (s on
&Mceptw% fmm,scripf Jor x
b) ¥ (xw) €R

fee): [ 1
f(toe) coC (w} = £ View, P Gy, Vi) ¢
iolentico Huk distributed

Wh‘% do we Care obout S@WL& Pf@‘kowls?
- ethicieat ZK proofs for many interesting (a wages
= L. pwild e«?&ae«a‘; j olentify (aé;avl Profa(o/s and s‘.ﬁmﬁwre. < hewes
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COVVA‘I-)GSSJL(D\A ﬂ’p 2-?fo%0€a)§

L@{/ (E,\/o b@ O g—protocal Qof Qa
Lot CP,,\/,% be a Zprotecs) for R,

We wont fo constvuct Z-W&técel e Ras

~ (Xows) 6R,
R { e x oy s 00 R

= (0n v}mgt U Zf”})m‘tocals *Por Qo Amd ‘R} M
A

Dar kel (tan even use Same. CMUULge)
,\;ﬁ(_xiw \V{(x, x)
N AT e M
> C
&

Feed ¢ +o R)P, to I
obtain (=, 7)) Gz =[]
7/Ar€06f\7f i both
V(io) C/Zo> and
V(t, ¢, Z) output
accept
Claim: The doove Z~P(d toce) for Ko

P’c IV\JGMD{,MV\:
- (OWLP leteness cbvious
'Speaal Souvdiness : et 2 ouccep'(j,‘ tmmscr‘np‘és
((t,, t), (2,2, ) ( .4t} ¢ (z,’,z,’)@
Run extractors éo ((i,,c, Z), (e, 7)) = Wo
E (4,6, 25 (£} 2D =W,
Output (W, w,)
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- SHVZK
§'M/’<No(@ X) C>
(fo z,,> §;WL ()( L)
(t,,z)cSim (x,c)
Ouf‘mf ((t.,t), ¢, (= )

What abeut Z‘Pfﬁf%a} for ROK
RbR = %(Xoﬂ“») (b/\'\)b) . (Xb}k)>é be

Hiah Level Tdeas:
- Verifier sends challenge Cee0,15™
~ Prover chooses ¢, ¢, sJC Co @C =|C
and creates one veol Pm@ oand one
simula ted pmwp

P(()(o ), (b, W> \/([XgLXLD
'Céml’)mbc Cg e (8

- (t5,%5 )é_j"’"‘* (sz 5)

’Rum P(XD wb)

(ta) tl))
L 2 C
I
(Omputﬁ, C,=COC;
Feed ¢, to T, to
Cbtain Z, (C°)Z°)Zl)> — C & C,
;400 t if beth

\/o(t Co,Z) and
V, (t,,¢, ) accept

CﬁtﬂWe abeve (% E—Pﬁ,{;@c@) fa/ R_og
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Vi Sketch,

ll KOMplefemess : Bbviows

Al ?TDGCIM Souwndwess

Gien ((4, t) c, Za)z,)), ((fo,t,3,c’,((,,’,zo’,z,’)),
(et ¢,=C&®C, and ¢ =C@cC!
Swmte C#¢ either C, #C° or C,#C/)
TF c,#¢. then:
Rua Eo(ltyCo2) (Lo, ¢, 2.) —>Wo
Ou‘(:pu-[- (0, \a),,)

Run E((t,c,2), (£, 2) =W,
Ouufpu,{: (, w) >>

> SHVZK
Slmog ((XO/ X)); C/>
"Coés_cj Clé_C@cb
- ('lfo, Zo) 651;440()(0,60)
- (L, 2)e5im, (x,¢)
Output ((t,), ¢, (Z, z,))

E]Se:
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